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A system and method for providing a trusted 
server which controls access to the execution of 
processes by applying file level extended 
sensitivity label attributes (202). The attributes 
are utilized to restrict execution of processes 
(250) that are requested by comparing the 
extended attributes (200) in addition to using 
standard file permission authorization. The 
system additionally may be used to provide 
controlled execution of commercially available 
software. 
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, ®pg6 0 4-CS L7'<J\'1fi&m£1XZ> a 
[008 2] 

M6 0 8-C, (2 8 0) fC^lf btlfcT i? ^^<D'pt£ < 

1 1 o5r^-r-5^if5 ^^-c^n-fe^a- if 

1 D (U I D) (2 6 2, @^-B:-t*) asSl'-i^So 

[0 0 8 3 J 

r Jx^-CW5t^®P&«OV'>-fttd^5^KcLt:V'S t, st'f'f-9 /a ^7 ASrlgff 

[008 4] 

®Pg6 1 2-C, [§/BD— ;/nir7;U ID (2 6 2) KBIS L/cig^S:# 
M^rty h (2 8 2) bUtM-tb* /n-fe^UID (2 6 2) d5#*ffg ^Tir v 
Y (2 8 2) lc#lf P>4xfc^nr<DloifcIi-eti,£J(±Sr ; t'r5^lc«:, ^l®6 

2 0T\ 77^/Will#S (2 8 6) iSg^£*Wc^«HcfS 

fi-'j&mn-tz. /b«uid (2 6 2) a*, ***t 

ig^r-t 7 h (2 8 2) ©Pg6 1 6 

X\ 77^/KOlW«l« I (2 8 6) ICfe®$ttTW'.5*S, *Ntfg 

■5l-fe'7h (2 8 2) 

[0 0 8 5] 

fgoJ-7^— 7.ft<7> U I D^nlt 7r^A'<0*gM#ir 7 h <D*&^-&:fc>-a:J4, T' 

n i?7. A^7 T zmzm 5>ix5 7"n -feT. B Sr-fj-x ibJ'LS^tfiSrifc®: 

i-2>„ KtOT'ntXU I D (2 6 2) {£, |g °I7 — ^ ^ — 7.rtOMA 

KEIDBlW^X&tVC’biV^ (MAKE I D B (2 8 0)1114, #^C0 

W)ftzmn-rz>tc£>(Dm^&ft-oizy f u±x$:ff-5i-tz. 

) 7"a-feAU ID (2 6 2) i^MAKE I DB^T (2 8 
0) ^«fo-CV'-5^-g-IC{4, 7^4:7^11] 4 <07 r^£llfifL.fc&(Jc:, 77-f 
7-fZo /BtXU I Di'DE BUGfcMAKE I D B 'bfSo-O'&tA^ 
-g'I'fi, -tcD7 P D-feT.I4|g]4<D77'1'7l^Sr5ltTi"-5> w 
[0 0 8 6] 



&bt£Z>mt Lt, T'DtXBUI DaJJAUD I T S Y 
> Lfcggli, &Mi: VX'&bivZ>-7 

n-feTMC, y'T'f/l'VmWZtlfcfttM (2 8 4) , ;B#aliPV PV F I 

(PV_PV_FILEti 1 :/n-fc xlzy 7 J /WtttM&SE 
) ^©fc©, AUD I TS I SB'6J$ri«xfcU I D irKo? n ± y. & 
EH^cD^r-fA'SrflfT-rSi:, ^©(^©z^n-t^W:. 7 7'Oi'©#*i£rXM 
1" 5 4$tt St^tTS:: & lC&5o ba»U U I Di'AUD I TS I SfcB OOTI8 
■5J'fc>J^or</'*V'^o-fe^.^|g4 #07 T'f st'&MIr-f-Z&B-lztt, ^©i &M<o 
7 7-S;i'Cr>ftm&mMi-Zttm$ :3r£*v\, ^*t<b©0m, C©'> 

h u— >3 v-r$fc©lc&JB£*i,. - 
r. t ^ssi-r 5 t>©-m*u\, 

[008 7 J 

Tfcv'T^Atiu ■>#;;* PStft'fy?7x-^i>f,Aot<5 h 

77-(y^o \yy*>v h H 7$r(Sx-CV'S (IDi) . 

£rS^fctj LffA-f-r7g Z. t 2*7?# 5, iixlcii 9 „ 

iR4a- !fdb CGU^liyProJ:?*. ffimtx.-7-y— s<$.tzti'!7 *77 
7"y ^—'>3 Vf*}©*— ;u£&.m L--C, is&ts-x. 

hZ. t "I f6i£'t"£>. y by^-y b<D^x^ib— ■'<’?&* UDE4tr7 

*/v h ^x-.:/-**-— 7 SrSU*©'"— Kl>x77’7 y h 7* — A±lcRft> 
y M7— :7i>— t?y.Zm'''TZ.ix(b&mM-tZ>Z- 
[0 0 8 8 ] 

ism -9— ^'^^©KEE-t'^-a — /V9^ T^-fe^$rfFBT-t-5«f(c, a-— T 

l:a-f lD©g,Ti, IM h^^pjig/^ies:# (0«;Ltf, ^>7— K. 

MJy77^7, h# — K % £fct4T^-fe7* I y 'S=$-^y y) 

«r®fc^3J: 5 £«!*■*-* £***-?#*. a— i, UDEKiO 
, '&tfc<D?^7m#frMei££tttz-t-y'y3 >-© 1 gBi ETf&SU^iX, S'J©^®J$ 
ftfc'' - ' — y~ ■< is a > i: ©iSfB d^fpol £ H-5„ 

[0 0 8 9] 
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® 1 6©7 - *-9 * V^Z-y V 
St^i. F/^->- • 7^U > g >"!J-3}{— K S$E3 VjK— V 

P CD 3 o<7)(fl SrfflV •'Tfft^i-?>„ 

[0 0 9 0] 

fctcEll 3^#It5t, TfcfgKtt:, SV'lCPiiffe^ixfc2oifc{i^H«±® 
tyv-f-fT'^x^f-r P£if;7*. h-f-5^^^. MP— '<£ 

Cir^T*#-5. h^x/f-z-tofiMilcJ; 9« WS#I4 ->t*. 

1^— ©URUrffli'tT^t^tS^- !fdv 

e>h5 4 ? icffif$,-tz c «t ^5-c# 5 i ? ic£ £. 

[00 9 1] 

%£A. IS, «±, -tott©A*!9*T^-fe^t?#«ik« 
^-cs>5. tt«co-fe>-'>^^ f-r laotiwfcft 
, £<z>»£\ v^^AJi-eH^^tvrv'i 3 o 

Oxyt-/-! h7^7 hA, ^;7 7* h7-^y P B , 7^7* h7^7 P 

C) h7^7 haiE«rJitt-t--5fc«){^ ir4rx.7-*P-^tfM£ffl£ 

^•5» Ba^-f^=> VjK— PI 4. SKI P^UcVPN2 0, Ty^P- 
Y/W's?^— Kx> 7<— f-4, -ftffliP-7^2 2-C$>-5„ 

[0 0 9 2] 

©pgi o o-cs^ds^^AicA^Stts t. ©fgi i o-c 

Bg^-ffrt'^xL— /P (VPN) 2 0£iai©-r2>o »t^-(b c ev ; xL— 7P2 014, 1 

1 2 IdioV'Ts I PT KU7*.£§g.SEi--5. JfcK- f£pg 1 3 0 MiSV'-C, I 

PT K^TMcS^V'TCrog^lC-fe^'T/TV v^/P/4SJf;£$4L$;K 4fc 

(4. I PTKPAii, SPgl 2 0T-A SNlr4or®^$nfc4fSiJ/4T K 

u-7^T'/4V'^-(w(4 (o£ 9, -€:<D ] PT K^^oxy P !) hpy-^ 

— 77’7W*9j C; ^V'4i^{C(4) » 7 7471- h 7^<7Pd5^ffl$4t-5„ ^y&£j*5u5fc£2fc: 
?£-f5fc«>lC*K— PriMsg/BStu ifcfc, 15 &#fitlLTgEKfftWLfc.k 5IC, S 

[0 0 9 3] 

gclc, ©Pgl4 0(i-C > ^77^1 V/yV'^Pl'— V^l/7 *— »P 



- 35 - 




(UDE) UDE4fi> 'y'yy- -y fr i 

5£L, h£-i§S-f5 <7 =n :/-»)-— -'^iUSo 0Dx.fi, A7 j 

c^ix/clEfjftiC'fe 'sis 7~ 't fv^ -f 7 ^/ 1 / “E x t r a n e t A” 34 5 fit5r£tvO''-i5 
©Pgl 4 2-C. UDE4i'C«S^lri^x ^2 

4-''teaH*'5. h^^S' hA!>iit-^2 4 li, “E x t r a n e t A 

” 1 &htc&m<ofr&$iV?jvz> 0 ®6ta. mmzmnztizsipgz: 
±9£MBlc^L;fct><7>T-&5 <) L*v4^<D^«-£-Cjg§£iv yyf-*yh 
^ c <0 ? ^ y-y— ^sii^^pfiit $ n-5o 
[ 0 0 9 4 J 

SU<O0DfJ, Ex t r ane t A2 4 tEx t r ane t B 2 602O©x^x 
h7^yh®fCT?tX-C#5I PTK^f,WS^-efc5. $1\ ®ffgl 
1 0 "C, 1 PT %"y M7— 9'<!ry tfctc 

„ A S N-^v 5 ^ — 7P/4L ~ <Di?5t£f£ “Extranet A, ExtranetB 
” 7 '</!'& ffifci-Zo Ekfgl 1 2T*I PT 

, mmi 3 0T-SL^jtS^fct, gfg 1 4 0 ICT, 

K3iV7^— *F (UDE) -~5£(b*L5„ UDE4ll^©URLSf 
£/'*— JXU, SK, U 

D E 4 fi , g^©SL!r, Sfcite £ a^lF— Aeo S L t — §ctZ> i 0 tC^M L, l *C 
lw, fF^r, r^-fe^, Sgprri5c<O^M£fF^-r£ t, A 

^SIfi-D-5 (®Pgl 4 2^fcl41 4 4ICT) „ . 

[0 0 9 5] 

r©7/c- ^ti, (. 7^7 MJ— AKijUgg^LJ: 9 t-T6foe>^5 

t^Sr^S^bl-L, T^-feTMiUDE 4 Sr^ETCO^* If— AfiRfgiS 
;h,7c^T-ftf1sLTV'57c£>, h7*y MJ— ^77 hC'^T 

fijffi Li 5 /<±Oftffl77 9 *•— i^g >i£j5S£#£:-£x.5 

Lififti/N, 

[00 9 6] 

-fe Jr 3 . V 7- -i V— h SrfflL'T, CKDVTfrA&r, y77i-Xt/4j, 

^xyK- 775 7-73 vlHlc£:£*«9BM9:*it0fc-r3 J: 5 fL«i&-f Sr irt* 
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T'#$. K • 7/!) ■y-v'a y ^ 

LTtifgU VV 

h^v^^^figSr^JfflL-Ctev'fcV't^ML-fcir-rs, 

y -j— > 3 ^su* coissit^rt ic^prr $ r t -t\ -t -< 

i^e>l-T Z>tc.$><D3c3it£j5 

ffi^s^-r-So -fe*^ y h 8 ^3^-y— ✓* 

K • T^y <y--'>3 -feTcD 

y t^y- h£ia®u -- t\ ^-rAtcioTfrBi 

y* y ^zO- K • 77U^— > g ^<DU-</HC±lf ibttSo 
[0 0 9 7] 

ll 4 fi» £fc. ^iO* K • 

y^r— v-3 ^fc^L-TV'-S 

„ JitRi 1 6 0 (CT, ffim*-t*~'j ; ?'(-y- h^-iiii-fS. ^?:>xyK'77 
y ^r— y 3 yrtWr-^MSo^y/^ y M^lcf SL (M<&<o-K i-^-r 
-T e’r’-f • 7/y -Jr— '>3 V^-fe^raL 1)74^ 

— h 8 Jr^lT L-A'T^-tr^.-ct'/iV' J: 5 lc-fZ> 0 r 077o- ^£rfflv>-5 Cl i: 

(Ciy, -< >-^ — 4; ~y 7i- ^*^F^gC-r 's? 7i- ifcte^co 

iSic*3V'-C. ti$8£B:g5at{f L±5 

[0 0 9 8] 

»)£©*- i P7 K^srt- 

foSo ffO'Ell 6W7IgB$:#M-f-2>i:. 3—- m> I P7 

KL-^^^fflu-cv'^-y— e^/n/^y (isp) 

-5„ 3--- «ftt, ^#<7) ifcjiifcdvfeosgflcfc 

S-^'»'^e)K«c-f-5Ci'[j'5Iger*fe-5 0 i<7>,k 5^-g-lcii, 3—1 iFld, $<g| 
$*v7c £ 3. ;/-y— s<Si fcliT y y *r — > 3 y — COT ^ -fe x SrfF5l-t* 1 5rt #fi 

^■Cfes. ffiSHr^a.-A'tt, 3-— mMTZ^-—1f<V 
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±y'>a spg 
1 l 2tl P u-</KOMIi ; Sr^/8'C#^Ci/'#gT^55Si^L'CV'5>^ 1 .— tfti, ©Pg 
1 2 OTf7i-^ f C>^-5„ y7 *>\s Mii-oT 

„ ©Pgl 2 2-C(Dmii£*> f ~—/l"^<07?-tZX7!>i°jmiZteZ>', y^n 

. fssijcos iss<— M^-cigfT^H-a/'-siSr^^ixfcr T'y y— ->a rcfc 

[O 0 9 9 J 

4t»tr> 3 y h57 

-f s/^£ltg-5§-flS-t'5fc£><OS S L£<£oT{£S£ix-0'6o ^-— If 2 5 MII£:h<& 
£. SPg 1 2 4 -CggFev^— /PriSglgW-^— # {9 v*—) Srtgtfc-A&o 0:t- 
, z<Dm&<n-?— 1f<o^7 ^-tfl-<to 
-CjfA^ixSo SSHE^^ — /Ptt, ©Pg 1 2 8 ICISV'T. 7-*OUD 

Eir, HJS't'-5-fe>'v'-7 1 4 tf-r -f 7 ^.Mc liftoff ?„ =*■— If^^lE^tt?) t .. 
UD E **■=.— • »f<OA*5^:«r> SSJfc«»J£*tfc guTTS. UD 
Ett-^— *±(D94 2*7 9 b&faft-tZ* UDE^I\ 94 A7!> *9 t>S 

-r— #l3®S58i<t fr5<> S 

<^$r^7C-rSlc(A, =•— ifli, ©pgl 2 2-?BtfggEHr^a.- 
fcf&b&V'o 

[0 10 0] 

01511, ^^UTIgliFe^a.— /u^irSfElv 

UDElei<to-C^®)$ttfc^^^. 1'7^-s' Y77 4 v9 

£r^i% 

[0101] 

-*s/ M7 — 9 SrESH-S^tgWu 9 M7 — **iJ:tf h 9 J'lf 

^'>3 v-if— ASrf-xK— f-r5<73t-iE>P*i-'^K755l^H4^titti- ; 5-h-C<o. ;$: 
's 9 *s 7y- 2*<r>*c— =j^jK— h-CfcS. ^clcEll 2 
5r#it5i:, IS— w-fe 'si/ 7-4 4 7r^;K -t 

toflbco y y— ;*1A IS— «=> >■;<— h 9 >" fcliA — T 4 i/3 7 1 1 

•TStSfc-lxS. 7n9y2*^ y — 9. Y7 — 94 79 7^ — ;<—y 




s '> 3 '/iisvt ? ± e>i * ^ ->g visits 
Cims. 4#^<OlHlglc:Biabfc^y^3iVK • T^y-Jr— : ^3 > 

fflsic:. Sfc, -«:A^r^-fe^T*^5. hp< 

y M 1 ^e>l®g|$nfcSiJ^<DT7'y -^— >3 v = w«— hp« vh i 2, 131; 
lEttf s; & 3 =>>vC- V Hcgg^Ufc'^s' H4< S'Jro^*- 

y kftcDTy'!) t—'>3 M7 — 5 

^^SSCP^d^cD^.—- !f^ S'Jco-Y 7^ — 7. 

E^-ISSil^-fedr^ y r'fmm-CfrZo 

[ 0102 ] 

a— i ifdsftfflf— *fc(4. 

^ro^-— if^ffiHtT$tb-CV'Sn-/^fc«-feV'>7 i w t'-r-r u--< 
^trafe _ C<DH : fT?rt ! F'5I$tift:i:V''5 ;it% ^n-fe yf-iSa.— tFSr^n-fe.xro 
7"n-tr^(c «toTI±, a— i f A5^#co-f ^ -7 M? 

3 ^^— £B$ro<fc 5 I'. T/i77fHtTtt5 , t)Ot)fe5. ft 

s<ttT y — if £v~?— X-< '> a L, ~ ~ T\ -a-— 

fc*-r-f ®S'Jro/<— rwi-'a H 

-rs. ^n-feT-tairdr^y^-f^flitiior^ r;t, h t t pro 
J: 5 &i>— t^xas, =>-fc* a— ^roffligrofS^*i,fcSp^^roT^-fe^^fF5i-f £ 

o 

[0103] 

7"o-fe7.T i — /;H 1 > -7-— ifcfia — /HcioV'TlEJjH'-S r t & 
T*#5. t©7’nt7l;iilfc i*aroa.— if^.-5j^«l§:ii*D^(c^r-r5r ta* 
-c#5„ ©J^$ixfcU T^-fe^SrfF^r-TS^ 4fc, 

*£Hfrr-5#iK> cro^ro^irfgiTlilffi&^y^i-sfc&tc:#-*/^ 

C^^X'So 

[0104] 

w^uv'Hjfetsj-ctt, ynt^T-Awi, mmi)-— ^latg^tt-cv's, nt 




z.(D*r—'7fr<D l gmbffl 

®f4> 's*7-J±<d* isy-T's^x— KtciBV'TT b iW4 L-v\ 

‘fa®iEli. fF^r^nfca.—- tf*i. l=Sx— KJcfcSBglc* K£r 

UtrXt 5<t ?«c, ^<0|2ti^®t^<0®giJ<D^-x-< '>3 v»clBtt£fr 

5 „ 

[0 10 5 ] 

7^-f ! 'FTUV'-/ h<DJgttT*fo 

D , =l— iFlc^-^u— y- -< ^->^tAT/!)^-v' 3 !)r-f 

ro-^y-fes/ h-«H^T*'5Itgtc^^St ) (OXfe5 0 TT'D^-V gVlcJi 

TT'U ^—>3 ^nt^4fcliyy-^©g/j:5 

§iRor :©2 £glc{£/?3i--5 X i T\ zfuify 
J*t>K 8imi-Z>=L—tflz£oXmit$:2im-rzZb&-C%Z>£olzti:2>', T^'J 
?—i/ a 3.— tftcfFRr§r#x.5fc*(CT7°y y— '>3 '>3 ^ 

b:7*-A£iiff hn/UrgfttS^ MM 

0^$r^*3<fcO'^^^^-r-5>- t <te?S-r5r £btc % flfa 

ricit^$tv.5S']^On-^{^SiI-r57t*l^-5JSr 

[0 10 6] 

i/ 7 . 7 - j±<d=l~— tFli. ^f!£coa— 0:1c 

„ cwyot^ii, S^co ^.— b , 7°n-fe 
ylHcJ; ^ojco-fe V 

->r-f fc'y^ U'^yi'Srfl^-rSo 0/S<0# — n — >v<DX; y '> a 

^tcraia-— >fizMi%i<D ^-— if I 

^fcSrSfrr-SS 

&<D, h$tifcSi®v-^yKO 

5K©J®£ft5» 0U;trf. f-^^-^Tyy 
^-i/a i'fabwmm#. : kffliih-rz>^-—-*F&, *i\ ^co. ifo 

D-/KcS^V'X Ifa- ^rfT5I$tv2)gi5^0^-— cor^-fe^trfF'BT^tvS. y^— 




C#-5„ mil, ^(O'u^^fy* 
/M'rF^riS, *r<z>frSr}?ALfc^.— tfw u^/H^B§iS-r-5tf}f A^-< > Mdlit,' 
-C^$ix-5„ mifrarCIl, :o 

u#— MSa.—- iffflo- /u$r*^-r-5„ &ld, SJSijT’n-fe^.rtx— 
^<On-yKDU-</HCgi^L.fctTfclt'l:^J8iJ$-&?>iX'5o 
WflHbStt, u-^K HILfef-^C^K >F 

v^^-r^cow^PT'IItT^tb-So 0«;LH. ^-— if#. f&h,fc 
^IdfoSfcftld. ^y 

tsrim^v'/ y >^$rjg^bfc^. T'y >* tsiRmfc/u- has-y- 
#— ht'-sr <bd» •?#■£> i/^KOf- 

±fiK4fclill : fTc?ixfcei&co=i-7>' Kfl, IT^©/nt^OB-/H,i'g 

f§L./lV';fc«>. EPS^n-fe^H. 7^— ?y h y — AtC®$nTV'-5*^b UvfeV' 

, m&&l£ntz?Bii"<;i'CD-7'a-t *=*•*?> h7 ^^'>3 

^SrUfr^S i illtrF^lt&i'V ^S'Jro^n-fexgFg 

ldn-7^ P£iifl^j££>fc<!: Ltt, '>;*x-Ml, 

x.-5 h^vif^ixg ^$rfF»rb^v' 0 mu, '>x? L J>.<D±te<gmmmn, >y 
^AwiEISiSg '<-T*{'>a tJfar^e- t 

^-c#^v'fc*-c&So fto-c, ^y v^sspm. #y?im-5t3-/n*9-e. 
icon— b tdjg^$H-5„ 

10 10 7 ] 

■4 h^<— y-cD'b =.-7^-— 'F1t'7 7'<7'b*— /XD&ZlzfrZ V y— 

fab, m&commzmb, m^-n>tcmcwr^-r?>-<^xu±^^^-r^ 0 ^ 

<oy yX— 'Jtf^-— iftdti^$4x5o ^-— ifll, Hsfc^ttfcT^— 

V'*>, 4 fed. 3.— tFdilDDro-fe-^rzr y 7^7^tx7Bt7?rttoTff|B^ 

s'-fe — ^SrSttilS. 

[0 10 8 ] 

^7 M7— ccdt— ^ r7 i ^y L ^<oji7''>3 h-c 




fo5„ HTTPt->-->ayh77^y^W^I:ifftt5t*lCSSL (Net 
scape, Microsof t -^(DUliZ X V — h cfiVCV'S) S 

fc*. *y w — pt vi'x&mm-r 

5wi-Cfc-5„ (#|;t£f, fiy-M 1 , hy^y 

K>i/t-/<) — OT^-fey^r, a— h^Pj3feTV'-5*McS'^l' 

-csf^r-t-s^Kra:, cc^rAftifcbw^s' 

h!7— /w (VPN) S -,!:>&>-?# Sd J , ®jt®"eiS 

Sun Microsyste m(D SKIP b’CV'S. 

[0 10 9] 

SSLT'ndf-v'3 (EIl?r#fig) t>, 

h-CfcS„ S S L 14, -fey ~>3 '^m<r>v$ J ?rik$:m&-fi>' } +F 

-fey >3^14, Di/TT 1 !) y— ->3 v^ifcoO; 5 «f&£:h,Ti«'Sa> 

IcioT, SSLt^fft-^-fkh t t p Yyy-i 'y?ffl(OW'9Wz.$:ftoZbAS'X? 
#S. #)X.I4, a.— tftt, 

ta^tS#, SSLti, 
hfrtiNa-^gjfcSr&pT:^!) -Jr— i 7a 

it •So SSL/B+->|i, D— 7^ 7^ -Jr— K ^ y=*— 04 ? &:£-CCD^3fcff 

$fi£{£#-t-S„ CS)4.(4T y^p- YtrV'sirss'- Kbi 

77t-f (UDE) 4 J ^‘- ; ?:(DteV)’?iV'D— td5-C# 
So iW'>^.7"ix|4— S L LT43 0 , TtTflK^tvCV'S C 

s s LKs-ema-r s r. 1 t>t?£ s» 

[0110] 

>-I-S<5V'fc®J®ir^-fe7t^fe|cDDx.r, ^co-feVS^w Er 
•< U^/PT'^^^^fcr^-fe^-rS^.— !fa J , *.9 hSr^-TS-tT*, 

77-(>'HcM$JtS): 5 t--TSfc*lr, y’n-fey. 
B8«^r^^-fS-<< v— 7'/t-i5^tt$4tSo -OSS’eii, 

-y— ->3 McfiJ^i*'fe^rf4*P4'Swi:iS-C#, ^*Uc4 1 , 3.— *F|4@ 

ft<D±>i/y- 4 fy 4 U^/HcSoV'-C^-^U— ->g 'stefrotz K> , ■y— ^^:^,S 
rt^frsi$ttSo ctUcioT, ^Jx.14, RS)i-fe*» Df-f'77fA^y7 h 



TM&zmfT-tzz ;i-e, yy hVxT&mn-tsG-^-— 

2)7 bx^fX^ fc.fi-'''— y-)-?^ tf 

fi 1 M<nftm-e&m-tz > r t i5S-C#. £ fcife •*>=«-— - >Ffi|5] 1:7/!) -Jr — >3 VS: 
ftltn&mxmft-fZX -5. tflfcfi, &fiAWU ^rOT-f'x>'x^x-< t 

n-zUdS^V'T. b Sr^x/cXo A±|C7 * -fe'Vfc' y X 4 

Mf0£^jg£fcf4ffig-r£Ci:7j:<, 'J y-^tcti=>>' ; ry''y^<Dm^^Ty 

«^Ot- A_tf;:{fc#£ fi/O'S ? — K7nty 

U77-M*. =>-—? 

tmm-*imt£=ii'y-y'yi:-y'<-)-^ v?\ag)E-Q%z>£o\z.t£z>&. 

, -J&fCfi!7 — K7"n-fe-»^7 P n;/7ArofF'5r^L.-C^-— 
irli&v',, y r<9'>xx.£.li, #7/!) '>3 >77 b X 

7 Mz&m<D-7v -y y x* y — V'T^S-T:/ y X— > 3 >-%B'J-* 

j&-t-3ttfc>9bt, Hao-fe=¥xL i;y i w®i®ir^-fe^$rv'^.xA±<7>^T<7>r^y 
-^-'>3 XCiifflT’f w<D^-rrcO*it5r5j-^u— x^r yV '77 

xa u^A-T-fliizi-f •sr t-c. ->^7Afattt, #^c?>r^y -^— '> 3 ^co®. 

#9, fttoyUU ^|qcD^D-y</W$lJ^Cio-C 
x-^*fcliXn-irx£t£m''5-i:a s t?#$£ 5K&-5,, Stt 

43 <fc C7S &" 5 ! <DV y y 'i A 7 X y -^—>3 vriS, 77 b >7 xi7 

ir^-C#-5„ 7T , U^-'>3y^n ; 77A©7-^ 

Ty2-^^(oy , x2-t7^m^i't 3 ftfc>y ft, croy^'f 

tit, ^-^SW— x-f y^ , '>y.7 i AtC*5V'>-C> HfT$tl,'5^IK<7)77n-feX =1— yy 

'>xxAu-<a- 

z. m*j<nup ! i^tcD‘gmi"<Mzftoxttm-£tLm£m-rz>- ttf-ezz* su 

roHJgtfij'efi, -yuVxf h7/f;P7 F-y, b, £ 

fcli^oteoV^xA^--?^ bttg|;®L--C7:5'i?':xt*y x-Y £^Hi~ 3 fci 6 tt, 
X^'^xi.— jV'Z&m-fZ) r. i: 7|5-C# 5 !7 — ^ 7 n — ^(D^ifeiilc^o-C l^/i-Sr 

#5tW77n-k^||^gpg— or ?± 
7*?7-?T?-tymife : £:MiR.mzti •;/* ifcfi^y— Xi-SfcibltT’nirx© 
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pg£r«t &.-rz>Xk&X$2> 0 ^-iFfi. :/n-fry|*9CDfc 

Z$i&.lci5\,'X5Z±t£¥TmZ:m-rZZ. k&XZZAK Z<T>¥rm'±<te 

<tezi>K y--?±ttir7v±* <D$m±<Dm&tu L^t&tgfc it &m x -s. 

[0 111 ] 

3-—- t^diTT'y -Jr— >3 kicky h yzf'S—y \s 

y h nyfa- Zy^yh.XcM&X' •Sfflflf— s<±T'7’v±x : k£iT Lfz&lc<D 
byX>—y uy h=> yfi- ^~cory xy.a*fF^£*t5=J >-1^— y > 

<Dy-'T:7 p (Df69$Pli. ffeco^-y f!7 — 7”o-fe^*5{i6,(0 

X-f '>3 ^ y- t >a 

^ ^ IxSo 

[0 1 12 ] 

09x.fi. HTTPf-ty^iiit^CG U^DT 1 Y<Dk of£*y YV — 9 
if— tfxic^ 77^^ (09;tfi. 

Hf) — (DmJt-M^mryx^ztt^-rzzk&xt;. stc. rwc^yi' 

7-7t-W5:loyy-x (09x.fi. nu*y\-v-v > 

xrA77-(^. ffcco^s/ h!7— y-T— xy) i tasx# 5 

„ c<D^-fe-c^$nfc^'y h!7“^t- ^fi. fctx.. mifcwyy 
ic. 77t7 Lfc^-fiW->Wyx h7^->3y©fcf>i9)57^i/-)r 
y*£lim?#5i 5KUTEf:?^&.K7^s^ETV'3^-c£;i’b. ^ 
oy^y^.— ytcc i 77 yy'P^Tf-Siss^ib^iE^fe^-rsrt^x 
$&o ^-y hy—?U—t?y-A'<b%il<o*y f- v — 94 >7 y =— ^is ittjfcy. P 
^©77t7t. 

[0 113 ] 

*3PJ3lci9. ✓<&, -eH^PSilLfc^— r -Y ->3 

m'i7-tZ>c.k7fix-% 5„ h 7^7 ho3-t— t*^. -^<7) ry -feyii. ude 
4lcior^f6iJ$n5„ $?>fc. &&W<D±X<Dfoffi<> = y'if-'{ Hcfe5J;?lc 
, i*©77^/vmttiLffflt LT&^-f-Sw&tfiXtSfcft. *3SK<oU- 
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C*i>, h^wS®^efeSSria,Jfci“5 i t 

-e#3„ 

[0 1 14] 

m&tt!LWm-7T'</i'&J:U S: r*f is? h D ti, ^ 

T'U y— ~>a ^co=> f— Sr 1 o^x.ligrti>fc*, f— $r^< rti! 

■C*t» KSraSbi-r 

X'-tf— ^£r> f^Cl OCOfe3g-^'>^±|C^S^-t-fcD, ASN77h!)i7©^ 

A±X^?x 

[0 115] 

*5&93f2, n-*/w*5itjs^(H<i=gw^{clS:«t5r 

-T-'t 

bfi'tb&X^'Zm&VWzTf-tX-SimX'hZ. UD Ef±, ASN^a 

s<—T -< '>a >"6 '-^fil't' Z>Z.b o ift 4 LV'HIM 

"Cte* A S N't-A- A44. -4 > h hrtcD^ y h V— 9‘fs*-4 .X'-'.CD'gfJI 

UN I X-<— xros^x-M^V'T, a-— 1 tP^S, -> 
*;rA ^^iU^^KD^IEtCilSLfc^aa^W:. v^ 
7'A<D4#j£<D‘S : 31#;&S0SfT-f 5 I N 1 T^MB^fflV'r'>7Ay 1 A(DrtgC^^^bL 
fc^co^-tcr 7t7t5i -So 

[0 116] 

*#wo««f-. -^wesr** /^^(Oiagn^v^LT. ifc 

M7-^^«r^-br^TPwi:*s-C#5„ *•;/ hX-^gtMl^ iKgbfc 
SSH^yjK-^y HSrfflV'T. 3^-— X -i V J-4 £/BV'-CHJS£ 

ix5o fl!>xyt-/<, ta'7-;vi3j;t)!x-f-f 1= 

my<~-y^^'>a Z>£ 5 I PT Kt^i 

*&5£<7>^S' H7 — V4'^97x.'- *<DWcmfe£i%Z><, IPXKL'TM^ h 

y-9 P-</KOBf^-fb=»>sK— ^Vh^o-CBSESH-So 
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[01171 

m.'y—si'&mwi-Zo titttuN i x>'^7Afa j ? > , ^®i»uN i x&m 
y? tV x.7\Z'3\,'xmmc%}2>&mtit£\,\ 7VV-* 4 $^ 
<Df*y tz7a &mf&-rz>±x- < gm&&7'>y t-r 

yzf&W 7-C ^ i: 2> 0 I2iE6^^1W^^ s Ji 

‘fa#!*, 3l^^ti,fc^n-fe-^<D®gSra5fc*, T'O 

-fe^^cD-fe^'i/X'f fr-f U'^KDi§ffi^7 i 75. t'-t‘2)7tftlcMT$tv7c7'D-fe'^ 

77AIJ, ^x^A£^gglcE;£^3mJt;::/n-fe^a5a — > h 

7 4 '>3 V^ICJot'Tl>|*gbS'?T5o m$l<DmZ'>7. 

y-j**y-y t-t^r bt'X%z> 0 y^©7^t7ti 

, n— h-rs<£5tc:iim-r5r t-b-etSo 
tci-^ i/->ayy7 h 7 ^7 A : 1 #UT, 0fM<O^n-fe^^7W— h£jt 
fiS:-r5-<< fce>^ 5 *!ia^— f plc-rsr tlcj: n, 

tv*:?;*- — y'ST-OV- X-— =->'y£SlfrbTt><fcV\ ^Hg£<7X£ffl t HC. rco^y 
zf<DW 7 y v y =l— y- y y y- 4 3 -—- *Fco;/n-fe7W yy y 7 's? ytw^k 

%$i7F'rz>±xmmzm:&:-tzxtbxzz>', z<o^xn. ty-^t^7 

^-;i/7Dt7«otWaf^ i£«£ix5. §**ftlC314R£;iv y*h£ix;fc. 
^yyy 7^Silr7!J-Xlt, ftb.<7)7 0 ci-fex^fF5r^tt*V'i; 5^UTt><t 
v\, &'>7. ; rJ>.(DZ.<Dy’y 7-f ^^Tcitey cfftfcy 7*. h<7)Jg 

5£KHnE£;ft,. T“nir^T^v 1 we'7 i ^^®J®-r?>fci?)ICUDEi:-fe^r^yy 1 -i' 
y— b 8»cJ;oT^$ti-5„ &-7vX:y$:ftffi-r%<DbmCJimX\ ±#m C 

~ <7)4§-g\ ±<$:07’B-fex^7d— vy^ro 

®J^)Sr«:®-r-5fc*«C x #yn-fe^.§r^<Dyc 2 -fe^^ h y - .MC^-CilBWa 
itas-ct*. 

[0 118] 

h VcDfc«>c7\ 
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&$qstL T, *359113, 4^ h i'l'f Afflo > 
y/wyi-? • Ur-f y D i->3 ypj)5 s 0H;U3, 

g<73l5@k&> htr^-LX^TC^fctt^Rilfew^-— •tflcS^bfcu-'i: 

#M-r-5ESlf^§l«> St©7’7W’^->- r<D'>^ 

^.Mi, ^ y Fa— tf^T^-fe^$r^pIi-5 1 (3B$t;:, -fy'f^— Mi 

*f— y y 

-f 7 u-A7-^ffc5. 

[0119] 

itfJv'^-r.MiUN I X'<— V?3 VCO^igS o 1 a r i s TXy -Jr— ->3 >i 
(73 1 0 0 %(7)S^tt4rl^fo'C^'-5>fci?>» Broadvision, Netsca 
pe, Oracle, Ergon I n f o rma t i k> Ne t 1 i f e G 
mbH> Neon, BEA, ■?-(£> fife £-&tf, rfTIS £ *VC V ' & £> b *$> -5 V 
^:7':fcJ:U t ® J ?-i§®l5l7Xy '>g ^(DfcfeO-fedr^.TTT'y 7— '>3 ^7 

[0120] 

/^jf^yy^-yaycJiixT, *389113, 

yo#Mll«^y-ya >-i^#iciSL-c 

<,'•5., 9 ^y’^—xcn b77f7V3 hy >" 

is t g-&'s* s rMctox& 6.i-SifflW*y y a— yg vtft.5. ^t-as 
co-y- d" -ir J; t/ffico J- — i: 5 F^gB-y— tr ^ T ^ -fe x S: ©Jffi UT V ' S 

£1113, l oo3v^xv 1 ASr#^:cDi?ffl^ig'>^y i Aic hy^rwy hKE# 
tS/^-r-rya 7 , 4"f^fi£'f''5o 
[0121] 

M5£im§i-cf3, ®^(73gBD D p-y-7"7'i’Ard^ h y Hffi 

^Ayfcy^x-y--r Hcr^-tr^-r-s;: pusi;:, 

V'T, -^*-7^13, '<'^y-ffl<Dffi&it%t&®M,\C-r 3fc*, 3fc, ttm^$C 
SrfBg-TSfcsytc, -fe3r^-T7<— 7^ '>3 y^-C^-y- y>V7 4;V* >- h • 7* 
-y^-A^y^7x-7§rfTt5ri^t?§5. iSfJ^m'5ISr^ForV'7 , £V' 



tFli. -t p'iiJ X W— \f7. icov 'T^n S Z t ri>T* £ Sik^ 

(DUBfl'? x.y'-f'f h^S^ns. '<*T'y h7^!i i^VicX 9 - 1 o©/-'-f -f ■> 
g '^^-(DT ? -£ * 1ff±, S'J >3 1*7*. 

— cor y -k;* £#S ^ i liT*£ #v\, 

[0 12 2] 

EStS3£-m, ztiz^ h^u-c^i 

fg^nTV'frV'^— Ifli. T^-k 
tm.<D4i&V*y-9-'- ^tciStfixS. 7 ^!) >«iia 
9 , jaz^tfsa'- 5 — ->3 >'co^ffiSr®«i^tvfc^S'je5ii, s-^-comM^—^ 

[01 23] 

#3§9]£, by — ^tc^^'tTT^-k^'BIIgSfcligS^-aL.Brig'efc 

ffitSr i^-CtS. ig^WLTy-k^tifF'si^^^^. W 

tt5. rtuct. 

tc*). h=i vx>y?:^Mt-fc9 

i 8 ; a^hi^'L>-efc5„ 

H-f Hi. ■Ji/t- y<r^V >r — '>3 

ns. 

[0124] 

fg3t$nsJ5lttc>*-f y“r±. =^t"^— ^±»^jffl^itg^iEtgSgg^J;oTw 

fflLTtiV'. £b\C^ 0*J;Ui. ^-— Tri*. #5t U'-S/V'CD^oL •Sfclifesy'n 
McHi$UfcTy-k^^ffiV'Try p y '>3 
ftb. |5j0fl::. , %2.-fui/x.v V±.Xitt<nm\l7uX:**n'rtXZ>)fen%:¥ftz 
ftV'tV'5^ N V 'y?*'<—x<DTt'±*jjm%:&m-rZ>Zbi>X%2> a CJit 
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X\ Z.<D-? 4 — /i/a— iF^r-tf/K — 

^fc»£©y7 h')i777’^->3 ^rtr-W^-fiJffl^IigT'fcofCo 
[0 1 2 5] 

vX'>xA A|2£ a-— if <du if 4 vi^RSi# b 

fc, e^^nfcT^V-hir^lJ^^fE^gyBU ^yfa-7iS5y^ 
tctt^bfcXnX^X^fg&y-b*.? — Koy ;*. hSrtitfcU 4z<T>^t'b =>-—* tf 
^1o^S^T*#-5J:5ICU7c 0 iFas^iSom^-^ffc^x 

V— Klcffiffi-T-Sr i£Klt-f -5,, bl-. S*S^^'>X7 i AlcJ; 

& (0^9 3 1 i$) ftw^!7- K&U-#— h-f5, ■fSffl^-^i^— 
T-fy7'->^rAU< 

*!7— Ki^teT/i'Xy XA^jguoTA'Xy XA-e@&-r.£>7;:*o^8£:i§$rt' 
5„ SsB'J*i<fcU t S§'5r B7^>7ot7t 

n X-Of -Sfcfelc, r^Si]/i^f 
]#j TX ?>!'£:. iHAnOT# ^ ±1/^^ !7— Kt#lCl3£?Tb. -fe^-3. 

y^-< bic^b-ctaXD;/^^^^?,,, m.£x^<7)rR]±bfc#^ 09;ttf 

, aW;*-* h y 3/i7itB'JifcW;r :?-fex h — ^ ytv r 04$®£&oT}g®-rs 
[0 1 2 6 ] 

7^-7 VXv'X^AIi. 779 7-73^, X -f 

77->yrAi y 'bfeESV'ir^r^. y -r W M&<04 3 

, i£5ibfci£3E^«^fflb-C</'5. Z.frib<Ob7 4y ! ?'>a4\z&-rzffi m* 
, ffi^cor ^ ir t J7 -fe J; o T»® £*LfcBf 
iSJifc^-T^'/'a^ cogs h W/HcttiJO^ix-So ClOTXn — J; y 

, «a#^ 5 h7 s' u ^ m^— '>a xomm&m-tx tsrBSit-r-5 
„ e3SES5»Sr«Sli-5rt-e, Sftg^feogifT£l7zK— Y-t&nic+tttemMi' 

[0 1 2 7] 

[3§9J<7>$):£] 

77-77TAAP I <kO 1 0 0%cD3L^tt^rli^i" ; 5r 
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[Ell] ^^^CD->^.7 1 Aro1gigrc)glB&@-Cfo.2) t> 

[0 2 ] ->^T 1 A(0 7r-Y>'K0-^>'7'/ H/ — KlSif-CfoSo 

[@3] fiMEHA— KOIA ViTVH / — 

KtSig-?fc5„ 

[04] 7’ot^^y hHJiXly 7 'f ^(O^-ly^/l-^— f&tmZ-fciS 

— vffim<Dmx'&>2>. 

[05] l-©7n-lffc5, 

[06] ;fc^93<DUDEf£j;-5#yS<£>7n— 0"Cfo5„ 

[08] tiit)£tlZ>'<tr'y b<D7a-mx&>Z 0 
[0 9] X^r^'Jy-^ — #4 KOgS^^r^i-0t?fc5 o 

[0ioj s l i = y/-!- b > y b o t y/;i^x*fe 5. 

[011] *f— f&mff-tzfc&co&imgkpgfoya— 0-?£>3 o 

[012] y^i-Cfe5„ 

[013] i^l-7^y hT^-fe^tRIICisrt-S, -Y 9 hi‘5=> V 

/tf— (-©iTfol). 

[014] l/^v'-T/P^-i/s FlS®i'Pfc5„ 

[015] ISSFE-v^— >V=f— 9<D7 n— 0-C$>£» 

[016] &?8W<Df&S&Lm<V7 T — *70— 0-Cfc^o 
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71 3 V h'-i— 

(8l)}g5£H E P (AT, BE, CH, CY, 

DE, DK, ES, FI, FR, G B, GR, IE, I 

T, LU, MC, NL, PT, SE), OA(B F, BJ 
, CF, CG, Cl, CM. GA, GN, GW, ML, 
MR, NE, SN, TD, TG), A P (G H, GM, K 
E, LS, MW, SD, SL, SZ, TZ, UG, ZW 
), E A(AM, AZ, BY, KG, KZ, MD, RU, 
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